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Why do we need a secure IIoT?
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 3Photo courtesy Universal Robots A/S

What?
How often?

Weight?

Preferences?

Who?

Where?

With whom?

When?

@work
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Foto:Steve Jurvetson (Flickr) 
https://www.flickr.com/photos/jurvetson/7408451314
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Privacy
Reliability
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How can we achieve a  
secure IIoT?
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• Authentication 
• Authorization 
• Confidentiality

Entities

Devices

Services

Users

Links
Data
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Why is it challenging?
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Complexity
Flickr | Mark Skipper | https://www.flickr.com/photos/bitterjug/7670055210
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• Hardware? 

• Software Services? 

• My answer: no-one but the components you design 
as enabler for the IoT: MIDDLEWARE.
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Security by-design
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Data Centric IoT
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Data

Entity 
Management

Managed Entities

Comprehensive 
Management

User Interfaces

A Data Centric IoT

Needs autonomous management!
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Smart IoT Devices1
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How to achieve  
Security-by-Design?
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1. Handling security in the middle in a non-
circumventable way 

2. Retrofitting Security
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Development Distribution

Configuration

Deployment

Update
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1. Handling security in the middle 
in a non-circumventable way



O
rc

he
st

ra
tio

n
D

is
tr

ib
ut

ed
Sm

ar
t

2p
ac

e
Sy

st
em

Distributed Smart Space Orchestration System
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Distributed Smart Space Orchestration System
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Certificates and fully automated Renewal
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2. Retrofitting Security
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• Blackbox assumption 

• Passive traffic monitoring 

• Behavior modeling 

• Anomaly detection 

• Firewalling
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Summary
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