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Why do we need a secure lloT?
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User (un)aware monitoring

Who'
With whom??
Preferences? What?
How often”
When?? Where?

Weight”

Photo courtesy Universal Robots A/S



Foto:Steve Jurvetson (Flickr)
https://www.flickr.com/photos/jurvetson/7408451314

2pace Orchestration System

Distributed


https://www.flickr.com/photos/jurvetson/7408451314

Security Challenges include

Privacy
Reliability

2pace Orchestration
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HOW can we achieve a
secure |loT?
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Ihe usual suspects

+ Authentication

.

e Authorization
* Confidentiality

2pace Orchestration System
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Why is it challenging®
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—eterogeneity
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Whom to trust?

e Hardware”
e Software Services”?

* My answer: no-one but the components you design
as enabler for the loT: MIDDLEWARE.



Security by-design
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Data Centric loT
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People

Interface Devices

Orchestration
Workflows, etc.

Knowledge Agent o
) 0p)
Context Management x §
Virtual State Layer Context Manager Context &

Repository

Bidirectional Adaptation

Heterogeneous
Smart Devices =

Physical World




Data Centric loT

|_evel of Abstraction

People

Interface Devices = i

------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------

Orchestration
Workflows, etc.

Context Management
Virtual State Layer

Services

Bidirectional subscribe / / notify
Adaptation

------------------------------------------------------------------------
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Smart Devices ' RS :

Physical World



A Data Centric loT

\ User Interfaces /
Comprehensive
Management
> Data
-ntity
Management

/ Managed Entities \ Needs autonomous management!




The Virtual State Layer
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Central Model
Repository

Managed loT Space

Global Repository
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—HOW tO acnieve
Security-by-Design®
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Iwo approaches

1. Randling security In the middle In a non-
circumventable way

2. Retrofitting Security



-Or me everytning IS a service

Development Distribution

Configuration

Deployment

2pace Orchestration
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‘Crowdsourced” Development

Edge

2pace Orchestration System
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1. Randling security In the midale
N a Nnon-circumventable way
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Distributed Smart Space Orchestration System

1 ~

uService Store

-----------------------------------------

-------------

------------

-----------------------------------------

-----------------------------------------
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(Data Model)
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Distributed Smart Space Orchestration System

. service package

() Computing Node g
i 5 s

Middleware Interface . \
@m  Private Key @metadata
o Signature

!, Service Certificate
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Distributed Revocation via Short Lifetime
Certificates and fully automated Renewal
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2. Retrofitting Security
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Approacnh in a

e Blacklbox assumption

» Passive traffic monitoring

(O) * Behavior modeling

 Anomaly detection

* Frewalling

2pace Orchestration
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Approacn
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uS Model Federation Service
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Microservice
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Who talks to whom®
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inter-arrival duration (s)

Clustering Periodicities

Outgoing traffic from a washing machine service
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Number of classification errors
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Distributed Smart Space Orchestration System
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