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Abstract—Security is essential in the Internet of Things (IoT).
IoT threat classifications are often non-intuitive to use. Identifying relevant properties of an attack is difficult and requires
reading details of the attack. We therefore propose a simple-touse naming scheme for IoT threat classification. It is based on
the affected layers and the affected security goals. We evaluate
the usefulness of the chosen approach by applying it to common
IoT threats.
Index Terms—IoT, security, cyber-physical systems, attacks,
threat classification, naming scheme, taxonomy

I. I NTRODUCTION
The Internet of Things (IoT) consists of collaborating distributed heterogeneous devices. These devices are connected
over a network. The devices run software that is connected
with other software to implement complex scenarios [1].
The IoT has many different application scenarios, ranging
from smart consumer devices that monitor their activities to
large networked control systems [2]. In real-world settings
often privacy- or safety-critical information such as personalized location data is involved. Especially in industrial settings,
security breaches can endanger human lives [3]. It is therefore
necessary to secure IoT systems.
Security taxonomies enable a consistent labeling of attacks
and threats. They enable classifying attacks and evaluating
attack mitigation strategies. Previously proposed IoT threat
taxonomies are either ambiguous or cover the IoT only partially. Security taxonomies for computer systems miss the
cyber-physical aspects of IoT systems.
This paper proposes an extensible IoT threat taxonomy
based on two fundamental building blocks: the attacked architectural IoT layer and fundamental security principles. The taxonomy enables classifying and comparing different IoT attacks
with regards to violated security goals and functionalities.
We combine properties into a naming scheme that makes
it easier to use than other categorizations and standards like
CWE or CAPEC-IDs [4], [5]. The proposed naming scheme
enables an accurate description of threats. It is designed for
systematic extension. New threats can therefore simply be
added.
The IoT architecture can be categorized into three layers
with different tasks [6], [7]. The first layer is the (1) cyberphysical layer in which the environment is sensed and actuated. Devices on the cyber-physical layer are connected
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through a (2) middleware layer. It handles addressing and
transport of information. It connects the devices to the (3) application layer on which the gathered information is collected
and processed for decision making.
Fundamental security goals are availability, confidentiality,
authenticity, accountability, integrity and access control. They
can be violated on each of the three layers.
Attacks are only carried out on a single layer [6]. However, the success of an attack on one layer can impact the
security goals on the other layers. Depending on the attack,
an adversary needs different levels of knowledge and different
capabilities to be successful [8], [9].
The rest of the paper is structured as follows. After introducing related work in Section II, Section III introduces
the layered structure of the IoT. This section also gives an
overview of the security goals and attacker models for the IoT.
The new taxonomy is introduced in Section IV and used to
classify selected attacks on each of the IoT layers in Section V.
Section VI evaluates the taxonomy.
II. R ELATED W ORK
Diverse taxonomies for the IoT exist.
Like this work, most taxonomies split the IoT into functional
layers. [6], [10], [11] and [7] split the architecture in a
perception/physical, network and application layer.
[6] classifies attacks using these layers. The paper introduces
additionally so-called encryption attacks to classify confidentiality attacks. They are independent from the layer. This
extension indicates that solely relying on the abstraction of the
functionality of the different layers is not enough to classify
attacks. The IoT architecture is only one aspect considered in
[7]. The authors also use threat vector, trust and compliance
as categories. The purpose of each category varies strongly,
making it hard to use. Attacks on the IoT cannot be explicitly
classified as they can be assigned to multiple classes. This
makes it difficult to provide a clean overview of IoT security,
and to compare different attacks. Our taxonomy solves this
problem by providing unified subdomains for each layer.
The authors of [11], [12] give an overview of IoT security.
In addition to confidentiality, integrity and availability, they
discuss general issues for the IoT like the heterogeneity of
devices on the perception layer. The authors do not come up
with a proposal for classifying IoT security threats.
[10] only considers attacks on RFID systems. Another
scope-limited overview of attack models on cyber-physical
systems is given in [9]. The authors define an attack-space

for networked systems and classify attacks depending on an
attacker’s system knowledge and the available resources.
A holistic overview of IoT security is given in [13]–[15].
These also make use of the layers but define security goals
that are not standard.
A different way of classifying attacks is [16]. Instead of
layers the authors categorize by the type of device utilization
and functionality, i.e. reducing, misusing or extending it to the
adversary’s benefit. Even though this type of classification is
possible, it is not concise with regards to an attack’s effects
on the IoT security.
Finally, different surveys focus on different aspects of
IoT security [8], [17]–[21]. [18] focuses on the security of
commonly used IoT frameworks like Azure IoT or AWS IoT
with regards to authenticity, access control and confidentiality.
More focused on the constraints of computing power and
power supply, [19] explores different schemes for authenticity
on the middleware layer. The survey conducted in [20] solely
focuses on trust in the IoT. It defines specific categories that
can be used to assess trust in various ways and evaluate
its establishment in different frameworks. [8] focuses on
different attacker types and threats to critical infrastructures
and services. The authors classify different characteristics of
an adversary with regards to access and capabilities. They
provide a threat assessment regarding risk, affected layers, and
required attacker capabilities on networked systems. The lack
of security goals prevents assessing how the security of an
attacked systems is affected.
A taxonomy created for threats on the web ecosystem [22]
uses security goals for a fine granular classification of attacks.
Developed for the web it is missing the cyber-physical aspect
of the IoT. [23] introduces a taxonomy for attacker models for
cyber-physical systems. It considers different types of attacks
on cyber-physical systems to assess available attacker actions.
The presented works are either ambiguous, or incomplete,
or hard to use with regards to the whole IoT environment. This
makes it hard to compare and classify attacks and solutions.
Our proposed taxonomy covers the whole IoT domain along
with commonly used security goals. It provides a concise way
to categorize threats while remaining easy to use.
III. I OT STRUCTURE , SECURITY GOALS , AND ATTACKER
TYPES

A. The IoT Structure
The IoT can be structured into three layers with distinct
tasks [11][6][7]:
1) cyber-physical (CP) layer,
2) middleware (MW) layer, and
3) application (APP) layer.
The lowest cyber-physical layer represents sensors and
actuators used to interact with the physical world. Devices on
this layer do not implement complex application workflows.
They are often limited in computation power and resources
[24].
The middleware layer on top of the CP layer provides
connectivity. Transport and addressing of information between

different IoT devices are often simplified by a middleware
that helps to connect devices from different manufacturers [1].
Middleware offers a unified interface to the application layer
[25].
The third application layer. is responsible for collecting and
processing data from CP layer devices. It comprises complex
IoT workflows. Therefore, devices working on the application
layer are equipped with more resources than the devices on
the CP layer [24].
Not all IoT devices implement all three layers. However, all
are connected through the MW layer. A sensor could e.g. only
work on the CP and MW layers. Other devices might not be
able to interact with their environment directly but are used
to process the collected data and make decisions. They only
operate on the MW and APP layers.
The layers form the first building block of our taxonomy.
We use them to describe what is targeted by a specific attack.
The second building block becomes the attacked functionality of the IoT. We base it on commonly used security goals,
further structuring the attack space according to commonly
accepted security standards.
B. Security Goals
The security of a system can be assessed by analyzing
how well it addresses relevant security goals. General goals
are availability, accountability, authenticity, integrity, confidentiality, and access control [26], [27]. They are defined as
follows:
Availability: A system is called available when it can assure
that information and communications functionalities are
always available when expected [28].
Accountability: A system is called accountable if it removes
the option of plausible deniability for actions [26].
Authenticity: An authentic system assures that all entities are
credible and trustworthy. This can be verified by using an
identity and other characteristics of entities [26].
Integrity: Integrity assures that information is not accidentally or maliciously altered without notice [28].
Confidentiality: A system is called confidential when information is only disclosed to appropriate entities and
processes [28].
Access Control: Access control ensures that only authorized
entities can access protected resources [29].
Ensuring IoT security requires addressing security goals on
all three layers introduced in Sec. III-A. If some security goals
are missed, adversaries can manipulate a system. The different
tasks and limitations of each layer’s entities limits the usable
security mechanisms to achieve a security goal [24].
C. Attacker model
Besides affected layer and attacked security goal, we can
distinguish different attacker models. Attack-specific, an adversary needs different capabilities and knowledge about the
targeted IoT system. These capabilities can be categorized into
(1) the level of access, and (2) resources available [8].

The level of access describes the physical or logical IoT
parts an adversary requires access. We distinguish between
three different access levels: (1) physical access (2) remote
access (3) both.
Depending on the level of access, the adversary can execute
different types of operations. An example is the monitoring of
power consumption for executing a side channel attack. An
attacker can have a global view or only observe a part.
Attacks can be categorized as passive or active. In passive
attacks, attackers do not influence the targeted entity but only
observe. An active attack requires influencing a system [30].
Some attacks require varying levels of insider knowledge
about a system. This includes used protocols, devices, and device resources. Insider knowledge facilitates targeting specific
IoT parts. Without system knowledge an adversary can only
perform basic attacks like cutting cables, damaging devices or
replaying messages. Basic system knowledge, e.g. insights on
protocols, enables aiming efforts towards exploiting specific
vulnerabilities. Advanced knowledge, e.g. known communication patterns, enables developing and executing highly
sophisticated attacks that are specifically adapted towards a
targeted environment.
D. Methodology
There are multiple factors that need to be considered when
classifying IoT threats. Our taxonomy categorizes an attack
by
•
•
•
•

IoT layer,
violated security goals,
required attacker knowledge, and
required attacker capabilities.

The taxonomy allows further sub-categorize attacks according to the violated security goals on each layer. This distinction
makes it possible to accurately describe which parts of the IoT
are targeted by an attack while remaining easy to use.
Another advantage of combining the layered model with
the security goals on the respective layer is the capability
to assess to which extend an attack affects the IoT. This
makes it possible to compare attacks regarding violated goals
and difficulty of execution regarding attacker prerequisites.
Comparing the violated security goals on each layer as a result
of the attack and its difficulty becomes simple.
The taxonomy can assess which security goals are maintained by different protocols and frameworks. The layers and
security goals imply which goals are protected. This facilitates
an overview of the state of IoT security as well as identifying
shortcomings of existing solutions.
The taxonomy is structured as follows: The first part of
the naming scheme uses the targeted layer, i.e. cyber-physical
(CP), middleware (MW) and application (APP) layer. The
second part uses the previously introduced security goals availability (AVAIL), accountability (ACC), authenticity (AUTH),
integrity (INT), confidentiality (CONF) and access control
(ACL) to specify the classes further.

IV. NAMING S CHEME
Our proposed taxonomy classifies an attack by combining
the targeted layer and security goal. The target layer identifies
which layer is affected by the attack:
• CP: Cyber-Physical
• MW: Middleware
• APP: Application
Attacks can affect security goals on multiple layers, but they
are only executed on a single layer.
When looking not only at the execution but at the impact
of an attack, this naming scheme can be used as well. In that
case multiple layers can be affected.
The second used taxonomy characteristic in the identifier is
the security goal:
• AVAIL: availability
• AUTH: authenticity
• ACC: accountability
• INT: integrity
• CONF: confidentiality
• ACL: access control
Following, we exemplify the taxonomy identifier use for the
CP layer.
CP.AVAIL is used to denote attacks that target the goal of
availability in CP. This category includes attacks that render
devices on the CP layer unavailable. Examples are physical
tampering and destruction of sensors, or the interference of
signals used for data transmission.
Attacks aiming at the authenticity are classified with the
AUTH tag. Impersonating a sensor, e.g. through RFID cloning,
would therefore be classified as CP.AUTH.
For threats that target the accountability of a layer are
classified in the ACC category. It includes threats that enable
adversaries to issue commands to devices on the cyberphysical layer without any notice.
Attacks on the integrity of the IoT are classified by the
INT category. CP.INT includes attacks like the manipulation
of measured values of the different devices. The class of CONF
is used for attacks on the confidentiality. This includes attacks
on the cryptography used on the different layers. Side-channel
attacks that e.g. analyze the power consumption of a device
to extract secrets are also included in this class. Attacks on
the access control are classified by ACL. This class includes
attacks that enable the unauthorized use of resources.
Following this scheme, the resulting classes are CP.AVAIL,
CP.AUTH, CP.ACC, CP.INT, CP.CONF and CP.ACL for the
CP layers. The classes MW and APP have that same subclasses with the respective prefix.
Attacks violating multiple security goals can be classified
by a combination of the categories. An attack that is classified
as CP.ACC, CP.INT CP.AVAIL is the covert attack since it
uses a combination of different attacks to succeed. Each of
the used attacks can also be classified on their own.
This approach makes classifying IoT threats intuitive and
easy. It highlights the affected layer, making it easy to assess
the attacked part of the IoT.

V. B EGINNING A T HREAT TAXONOMY
An attack is classified with regards to the targeted layer
and security goal. In the following classify common attacks
applying our taxonomy and naming scheme.
A. Attacks on the cyber-physical layer
Attacks on the cyber-physical layer (CP) target both, hard
and software.The distribution of IoT devices in the environment facilitates adversary access.
1) Replay Attacks: In a replay attack [31], the adversary retransmits previously captured secured messages
or signals. This can cause a device to change its state.
To execute it, the adversary does not need extensive
knowledge over the system [9]. Access to devices and the
capability to record and replay a signal are sufficient for
this attack. As the attacker then impersonates a legitimate
sender, this attack is classified as CP.AUTH.
2) Sleep Deprivation Attack: This attack is targeted at
battery-powered devices [6], [32], [33]. In order to save
energy, some devices have a sleep mode. The attacker
interacts with the device to prevent it from entering the
low powered mode to drain its battery. This renders the
device unavailable (CP.AVAIL). For a success, adversary
needs network access to interact with the node. It also
needs knowledge about the commands it can send to the
node to keep it from the sleep mode.
3) Physical attacks: IoT devices embedded into the environment they can also be physically damaged [6]. The
goal of the adversary is to render the device and its
functionality unusable which violates the goal of availability (CP.AVAIL). The attacker does not need any prior
knowledge about the system to succeed.
4) Jamming Attacks: There are various jamming attacks
[34], [35] which create interference. Depending on the
specific type of an attack, an attacker chooses to jam the
wireless connection between the nodes in the network
to make the communication between devices slow or
impossible (CP.AVAIL).
5) Covert Attack: Another class of attacks on the CP
are covert attacks. An example is the Stuxnet worm
that was used to attack the Iranian nuclear program
[36]. In the attack, adversary changes the input to the
system and simultaneously manipulates the output of the
system to keep the effects undetected [37]. The adversary
needs extensive knowledge of the attacked system. Since
this attack consists of multiple components, each of the
component can be classified on each own. Parts that
manipulate the input and output of the devices, are
classified as CP.INT. Other parts issue commands on
behalf of the controller which are classified as CP.ACC
and finally damage the devices (CP.AVAIL). Depending
on the goal of the covert attack, also other security
goals are violated which can be additional categories for
this attack. Resulting of this, the covert attack can be
categorized by the combination of the attacked goals, i.e.
CP.AVAIL,CP.INT,CP.ACC.

6) Side Channel Attacks: Another class of attacks that
predominantly affects devices on CP due to their limited
computing power and level of exposure are side channel
attacks. Side channel attacks are used to extract the secret
key that is used by the devices to encrypt and sign their
data. By analyzing physical characteristics like power
consumption of the device during computations the secret
is inferred [38]. The adversary needs knowledge of the
analyzed protocol and physical access to the device in
order to execute the attack. This type of attack is classified
as CP.CONF.
7) Calibration Parameters Tampering: Sensors and actuators are calibrated before they are deployed. An adversary
that does calibration parameter tempering [39] is able to
change the calibration of the devices to falsify the measurements. This violates the goal of integrity (CP.INT).
B. Attacks on the middleware layer
Attacks in MW target the transport of information as well
as mechanisms provided by the middleware. Therefore this
category contains attacks on the routing and addressing of
information as well as attacks on features of the middleware.
1) Sybil Attack: In a Sybil attack, the adversary assumes
multiple identities of other nodes in the network [40].
The attacker uses these identities to influence common
decision-making of connected nodes in his favor. The
attacker needs network access to perform the attack as
well as knowledge over the decision-making protocols.
Since the attacker can assume multiple identities this
attack is classified by MW.AUTH.
2) Denial of Service: The denial of service attack targets
the availability on the middleware layer (MW.AVAIL).
There are several possibilities to execute this attack. One
method is to flood the network with requests and traffic
such that the nodes become unresponsive [41]. To execute
the attack it is sufficient for the adversary to have network
access. No further knowledge about the attacked system
is required.
3) Sinkhole Attack: Another attack classified as
MW.AVAIL is the sinkhole attack [42]. In this type of
attack, the adversary attracts as much as traffic by as
possible by exploiting the used routing protocol. It then
decides how to proceed with the captured data, e.g. to
it. For this type of attack, the attacker needs network
access. It also requires knowledge about the used routing
protocol to be able to exploit it. The sinkhole attack can
additionally be classified as MW.INT since it enables the
adversary also to manipulate the information it captures.
4) Cryptanalysis: When attacking the confidentiality on the
middleware layer (MW.CONF), an adversary also has
various attack vectors. In case the attacker has knowledge
over the used cryptographic protocols it can take different
efforts to extract the key through cryptanalysis. If it
can intercept traffic and participate in the exchange of
messages, it can also execute one of various man-in-themiddle (MitM) attacks [43]. There is also the possibility

to decrypt captured traffic by brute-forcing all possible
keys.
Similar to the CP layer, the attacker can also use other side
channels on the MW like timings to draw conclusions on
secrets used to encrypt information. These attacks however,
are not targeted at the hardware, but the software the runs the
middleware.
C. Attacks on the application layer
Attacks on the application layer are aimed at disrupting
services that collect and process the data. Due to the variety
of applications there is no specific attack type on this layer
but a class of attacks that can be executed.
1) Phishing: A class of attacks that violates the authenticity
of the application layer (APP.AUTH) are phishing attacks
[44]. In this attack the adversary assumes the identity
to trick unknowing victims into giving them confidential
information.
2) DoS: Similar to MW, an attacker can perform a DoS
attack on the application layer to attack single or multiple
applications of the IoT and render them unavailable
(APP.AVAIL).
3) Malicious Updates: In case an attacker is able modify
the running application by using malware, a Trojan horse
or is able to install a malicious update, the integrity on
the application layer is violated (APP.INT). In order to
succeed, the attacker needs access to the network or to the
source from which the software is installed. An example
of such an attack can be found in [45].
4) Cryptanalysis: Similar to MW, an adversary can also
use cryptanalysis to attack the encryption schemes used
by the software running in APP. Analogously to MW, this
attack is classified in the APP.CONF category.
5) Privilege Escalation: When an attacker can achieve
privilege escalation it is able to extend its capabilities
to use the systems functionality. This attack is classified
as APP.ACL. It needs extensive knowledge over the
used software and its internal functionality to elevate its
privilege.
All attacks that were introduced can be seen classified by
the taxonomy in Figure 1.
This list is far from complete. However, it exemplifies how
all attacks can be classified. By combining the different layers
and the fundamentals of security it can provide a complete
overview of the domain. In case the taxonomy needs to be
more fine-grained each of the security goal classes can further
be divided into the needed categories. However, classifying
new attacks can already be done by using this easy to use
taxonomy as they also target one of the fundamental security
goals.
VI. EVALUATION
The introduced naming scheme makes use of fundamental
properties of the IoT as well as basic security goals. By
construction, this ensures versatile applicability of the naming

Fig. 1. The beginning of a threat taxonomy for the IoT using our naming
scheme

scheme. More advanced security goals can be considered as a
combination of standard goals. However, in order to validate
our naming scheme, we compared the classification of existing
taxonomies like [6], [7].
This comparison resulted in similar but more distinct classification of the different attacks. In general, our taxonomy
results in a similar classification with the benefit of adding
an easy to use and comparable naming scheme. Previous
taxonomies like [6] required an additional class for encryption
attacks that covered multiple layers of the IoT architecture.
Therefore, our naming scheme gives more structure to the
attack space. In addition, it is simple to use. This is not
provided through the existing taxonomies or standards like
CVE- or CAPEC-IDs [4], [5] where only numbers are used
for classifying vulnerabilities and attack vectors.
VII. C ONCLUSION
Security is essential in the IoT. Providing a simple-to-use
naming scheme for security threats can help making the IoT
more secure. Such a scheme was missing and is introduced
by this paper. Our naming scheme is based on the affected

architectural layer and the attacked security properties. Byconstruction it is therefore able to classify any attack.
As next steps, we want to create a real threat taxonomy
based-on the cited surveys using our taxonomy. We hope to
provide a contribution towards more security-awareness in the
important IoT domain.
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